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}Introduction
ƁWhat are hardware protection schemes?

ƁWhy are they Important?

}CPU Privilege Rings
ƁWhat are they?

ƁWhat do they do?

}Memory management Unit (MMU)
ƁWhat does this allow us to do?

}Why use the MMU?

}Conclusion



}What are Hardware Protection Schemes?
ƁThey are Hardware Implemented

ƁThey Provide Physical protection

}Why are Hardware Protection Schemes 
Important?
ƁSecurity

ƁProtection

ƁCommunication



} What can these rings be used 
for?

} Commonly used
ƁRing 0
¶ Full Privileges 

¶ Code can access everything

ƁRing 3
¶ Restricted Privileges

¶ Code must request the use of 
hardware

} Uses of:
ƁRing 0
¶ Operating System Kernel

¶ Drivers

ƁRing 3
¶ User Applications

} Communication between Rings
ƁSystem calls
ƁShared memory

} Why use rings?



}Uses of the Memory Management Unit (MMU)
ƁNeeded to use Privilege rings

}How does it work
ƁPhysical memory is mapped to a virtual table

ƁThese Virtual mappings
¶Tell the CPU what memory can be accessed and by who

¶Tell the CPU where the data is physically located 



}Allows multiple applications to run by
ƁSeparating applications in memory
¶Applications are only able to access there data

ƁMaking the best use of the available memory
¶Data can be stored seaming randomly in memory

ƁAllows paging memory out to the Hard Drive



}Memory and CPU work together to
ƁProvide Protection for 

¶Operating System Kernel

¶Drivers

¶Other application memory

}System is protected
ƁFrom Malicious applications

}Single setup with runtime modification
ƁSetup by the operating system at boot

ƁSetup only once and then amended as more 
programs start running


